
Right to Financial Privacy Act


Background 

The Right to Financial Privacy Act of 1978 was 
enacted to provide the financial records of financial 
institution customers a reasonable amount of 
privacy from federal government scrutiny. The 
act, which became effective in March 1979, 
establishes specific procedures that government 
authorities must follow when requesting a cus­
tomer’s financial records from a bank or other 
financial institution. It also imposes duties and 
limitations on financial institutions prior to the 
release of information sought by government 
agencies. In addition, the act generally requires 
that customers receive 

•	 A written notice of the federal authority’s intent to 
obtain financial records 

•	 An explanation of the purpose for which the 
records are sought 

•	 A statement describing procedures to follow if 
the customer does not wish such records or 
information to be made available 

Certain exceptions allow for delayed notice or no 
customer notice at all. 

Prior to passage of the act, bank customers were 
not informed that their personal financial records 
were being turned over to a government authority 
and could not challenge government access to the 
records. In United States v. Miller (425 U.S. 435 
(1976)), the Supreme Court held that because 
financial records are maintained by a financial 
institution, the records belong to the institution 
rather than the customer; therefore, the customer 
has no protectable legal interest in the bank’s 
records and cannot limit government access to 
those records. It was principally in response to this 
decision that the Right to Financial Privacy Act was 
enacted. 

Coverage 

Coverage under the act specifically extends to 
customers of financial institutions. A customer 
is defined as any person or authorized repre­
sentative of that person who uses or has used 
any service of a financial institution. The defini­
tion also includes any person for whom the finan­
cial institution acts as a fiduciary. Corporations 
and partnerships of six or more individuals are 
not considered customers for purposes of the 
act. 

Requirements 

To obtain access to, copies of, or information 
contained in a customer’s financial records, a 
government authority, generally, must first obtain 
one of the following: 

•	 An authorization, signed and dated by the 
customer, that identifies the records, the reasons 
the records are being requested, and the 
customer’s rights under the act 

•	 An administrative subpoena or summons 

•	 A search warrant 
•	 A judicial subpoena 

•	 A formal written request by a government agency 
(to be used only if no administrative summons or 
subpoena authority is available) 

A financial institution may not release a custom­
er’s financial records until the government authority 
seeking the records certifies in writing that it has 
complied with the applicable provision of the act. In 
addition, the institution must maintain a record of all 
instances in which a customer’s records are 
disclosed to a government authority pursuant to 
customer authorization. The records should include 
the date, the name of the government authority, 
and an identification of the records disclosed. 
Generally, the customer has a right to inspect the 
records. 

Although there are no specific record-retention 
requirements in the act, financial institutions should 
retain copies of all administrative and judicial 
subpoenas, search warrants, and formal written 
requests given to them by federal government 
agencies or departments along with the written 
certification required. 

A financial institution must begin assembling the 
required information upon receipt of the agency’s 
summons or subpoena or a judicial subpoena and 
must be prepared to deliver the records upon 
receipt of the written certificate of compliance. 

Cost Reimbursement 

With certain exceptions, government entities must 
reimburse financial institutions for the cost of 
providing the information. This reimbursement may 
include costs for assembling or providing records, 
reproduction and transportation costs, or any other 
costs reasonably necessary or incurred in gather­
ing and delivering the requested information. The 
Board’s Regulation S establishes rates and the 
conditions under which these payments may be 
made. 
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Exceptions to 
Notice and Certification Requirements 

In general, exceptions to the notice and certifica­
tion requirements cover situations pertinent to 
routine banking business, information requested by 
supervisory agencies, and requests subject to 
other statutory requirements. Specific exceptions 
include records 

•	 Submitted by financial institutions to any court or 
agency when perfecting a security interest, 
proving a claim in bankruptcy, or collecting a 
debt for itself or a fiduciary 

•	 Requested by a supervisory agency in connec­
tion with its supervisory, regulatory, or monetary 
functions (including regular examinations and 
any investigations relating to consumer 
complaints) 

•	 Sought in accordance with procedures autho­
rized by the Internal Revenue Code (records that 
are intended to be accessed by procedures 
authorized by the Tax Reform Act of 1976) 

•	 Required to be reported in accordance with any 
federal statute (or rule promulgated thereunder, 
such as the Bank Secrecy Act) 

•	 Requested by the Government Accountability 
Office for an authorized proceeding, investiga­
tion, examination, or audit directed at a federal 
agency 

•	 Subject to a subpoena issued in conjunction with 
proceedings before a grand jury (with the 
exception of cost reimbursement and the 
restricted use of grand jury information) 

•	 Requested by a government authority subject to 
a lawsuit involving the bank customer (The 
records may be obtained under the Federal 
Rules of Civil and Criminal Procedure.) 

The act also allows financial institutions to 

•	 Release records that are not individually identifi­
able with a particular customer 

•	 Notify law enforcement officials if it has informa­
tion relevant to a violation of the law 

Exceptions to Notice Requirements 
But Not to Certification Requirements 

In certain cases, the act does not require the 
customer to be notified of the request but still 
requires the federal agency requesting the informa­
tion to certify in writing that it has complied with all 
applicable provisions of the act. Exceptions to the 
notice provisions include 

•	 Instances in which a financial institution, rather 
than a customer, is being investigated 

•	 Requests for records incidental to the process­
ing of a government loan, loan guaranty, loan 
insurance agreement, or default on a government-
guaranteed or government-insured loan (In this 
case, the federal agency must give the loan 
applicant a notice of the government’s rights to 
access financial records when the customer 
initially applies for the loan. The financial institu­
tion is then required to keep a record of all 
disclosures made to government authorities, and 
the customer is entitled to inspect this record.) 

•	 Instances in which the government is engaging 
in authorized foreign intelligence activities or the 
Secret Service is carrying out its protective 
functions 

Although the Securities and Exchange Commis­
sion is covered by the act, it can obtain customer 
records from an institution without prior notice to the 
customer by obtaining an order from a U.S. district 
court. The agency must, however, provide the 
certificate of compliance to the institution along 
with the court order prohibiting disclosure of the 
fact that the documents have been obtained. The 
court order will set a delay-of-notification date, after 
which the customer will be notified by the institution 
that the SEC has obtained his or her records. 

Delayed-Notice Requirements 

Under certain circumstances, a government entity 
may request a court order delaying the customer 
notice for up to ninety days. This delay may be 
granted if the court finds that earlier notice would 
result in endangering the life or physical safety of 
any person, flight from prosecution, destruction of 
or tampering with evidence, or intimidation of 
potential witnesses or would otherwise seriously 
jeopardize or unduly delay an investigation, trial, or 
official proceeding. Delayed notice of up to ninety 
days is also allowed for search warrants. 

Civil Liability 

A customer may collect civil penalties from any 
government agency or department that obtains, or 
any financial institution or employee of the institu­
tion who discloses, information in violation of the 
act. These penalties include (1) actual damages, 
(2) $100, regardless of the volume of records 
involved, (3) court costs and reasonable attorney’s 
fees, and (4) such punitive damages as the court 
may allow for willful or intentional violations. An 
action may be brought up to three years after the 
date of the violation or the date the violation was 
discovered. A financial institution that relies in good 
faith on a federal agency’s certification may not be 
held liable to a customer for the disclosure of 
financial records. 
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(12 U.S.C. 3401 et seq.) 

 
 

3401. Definitions  
 

For the purpose of this chapter, the term --  
 

(1) "financial institution" means any office of a bank, savings bank, card issuer as 
defined in section 1602(n) of title 15, industrial loan company, trust company, 
savings association, building and loan, or homestead association (including 
cooperative banks), credit union, or consumer finance institution, located in any 
State or territory of the United States, the District of Columbia, Puerto Rico, Guam, 
American Samoa, or the Virgin Islands;  
 

(2) "financial record" means an original of, a copy of, or information known to have 
been derived from, any record held by a financial institution pertaining to a 
customer's relationship with the financial institution;  
 

(3) "Government authority" means any agency or department of the United States, 
or any officer, employee, or agent thereof;  
 

(4) "person" means an individual or a partnership of five or fewer individuals;  
 

(5) "customer" means any person or authorized representative of that person who 
utilized or is utilizing any service of a financial institution, or for whom a financial 
institution is acting or has acted as a fiduciary, in relation to an account maintained 
in the person's name;  
 

(6) "holding company" means --  
 

(A) any bank holding company (as defined in section 1841 of this title);  

(B) any company described in section 1843(f)(1) of this title; and  

(C) any savings and loan holding company (as defined in the Home Owners' Act [12 
U.S.C. 1461 et seq.]);  
 

(7) "supervisory agency" means with respect to any particular financial institution, 
holding company, or any subsidiary of a financial institution or holding company, any 
of the following which has statutory authority to examine the financial condition, 
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business operations, or records or transactions of that institution, holding company, 
or subsidiary --  
 

(A) the Federal Deposit Insurance Corporation;  

(B) the Director, Office of Thrift Supervision;  

(C) the National Credit Union Administration;  

(D) the Board of Governors of the Federal Reserve System;  

(E) the Comptroller of the Currency;  

(F) the Securities and Exchange Commission;  

(G) the Secretary of the Treasury, with respect to the Bank Secrecy Act [Public Law 
91-508, title I) [12 U.S.C. 1951 et seq.] and subchapter II of chapter 53 of title 31; 
or  

(H) any State banking or securities department or agency; and  
 

(8) "law enforcement inquiry" means a lawful investigation or official proceeding 
inquiring into a violation of, or failure to comply with, any criminal or civil statute or 
any regulation, rule, or order issued pursuant thereto.  
 

3402. Access to financial records by Government authorities prohibited; exceptions  
 

Except as provided by section 3403(c) or (d), 3413, or 3414 of this title, no 
Government authority may have access to or obtain copies of, the information 
contained in the financial records of any customer from a financial institution unless 
the financial records are reasonably described and --  
 

(1) such customer has authorized such disclosure in accordance with section 3404 of 
this title;  

(2) such financial records are disclosed in response to an administrative subpoena or 
summons which meets the requirements of section 3405 of this title;  

(3) such financial records are disclosed in response to a search warrant which meets 
the requirements of section 3406 of this title;  

(4) such financial records are disclosed in response to a judicial subpoena which 
meets the requirements of section 3407 of this title; or  



(5) such financial records are disclosed in response to a formal written request which 
meets the requirements of section 3408 of this title.  
 

3403. Confidentiality of financial records  
 

(a) Release of records by financial institutions prohibited  
 

No financial institution, or officer, employee, or agent of a financial institution, may 
provide to any Government authority access to or copies of, or the information 
contained in, the financial records of any customer except in accordance with the 
provisions of this chapter.  
 

(b) Release of records upon certification of compliance with chapter  
 

A financial institution shall not release the financial records of a customer until the 
Government authority seeking such records certifies in writing to the financial 
institution that it has complied with the applicable provisions of this chapter.  
 

(c) Notification to Government authority of existence of relevant information in 
records  
 

Nothing in this chapter shall preclude any financial institution, or any officer, 
employee, or agent of a financial institution, from notifying a Government authority 
that such institution, or officer, employee, or agent has information which may be 
relevant to a possible violation of any statute or regulation. Such information may 
include only the name or other identifying information concerning any individual, 
corporation, or account involved in and the nature of any suspected illegal activity. 
Such information may be disclosed notwithstanding any constitution, law, or 
regulation of any State or political subdivision thereof to the contrary. Any financial 
institution, or officer, employee, or agent thereof, making a disclosure of information 
pursuant to this subsection, shall not be liable to the customer under any law or 
regulation of the United States or any constitution, law or regulation of any State or 
political subdivision thereof, for such disclosure or for any failure to notify the 
customer of such disclosure.  
 

(d) Release of records as incident to perfection of security interest, proving a claim in 
bankruptcy, collecting a debt, or processing an application with regard to a 
Government loan, loan guarantee, etc.  
 

(1) Nothing in this chapter shall preclude a financial institution, as an incident to 
perfecting a security interest, proving a claim in bankruptcy, or otherwise collecting 
on a debt owing either to the financial institution itself or in its role as a fiduciary, 



from providing copies of any financial record to any court or Government authority.  
 

(2) Nothing in this chapter shall preclude a financial institution, as an incident to 
processing an application for assistance to a customer in the form of a Government 
loan, loan guaranty, or loan insurance agreement, or as an incident to processing a 
default on, or administering a Government guaranteed or insured loan, from 
initiating contact with an appropriate Government authority for the purpose of 
providing any financial record necessary to permit such authority to carry out its 
responsibilities under a loan, loan guaranty, or loan insurance agreement.  
 

3404. Customer authorizations  
 

(a) Statement furnished by customer to financial institution and Government 
authority; contents  
 

A customer may authorize disclosure under section 3402(1) of this title if he 
furnishes to the financial institution and to the Government authority seeking to 
obtain such disclosure a signed and dated statement which --  
 

(1) authorizes such disclosure for a period not in excess of there months;  

(2) states that the customer may revoke such authorization at any time before the 
financial records are disclosed;  

(3) identifies the financial records which are authorized to be disclosed;  

(4) specifies the purposes for which, and the Government authority to which, such 
records may be disclosed; and  

(5) states the customer's rights under this chapter.  
 

(b) Authorization as condition of doing business prohibited  
 

No such authorization shall be required as a condition of doing business with any 
financial institution.  
 

(c) Right of customer to access to financial institution's record of disclosures  
 

The customer has the right, unless the Government authority obtains a court order 
as provided in section 3409 of this title, to obtain a copy of the record which the 
financial institution shall keep of all instances in which the customer's record is 
disclosed to a Government authority pursuant to this section, including the identity 



of the Government authority to which such disclosure is made.  
 
 
 

3405. Administrative subpoena and summons  
 

A Government authority may obtain financial records under section 3402(2) of this 
title pursuant to an administrative subpoena or summons otherwise authorized by 
law only if --  
 

(1) there is reason to believe that the records sought are relevant to a legitimate law 
enforcement inquiry;  

(2) a copy of the subpoena or summons has been served upon the customer or 
mailed to his last known address on or before the date on which the subpoena or 
summons was served on the financial institution together with the following notice 
which shall state with reasonable specificity the nature of the law enforcement 
inquiry:  
 

"Records or information concerning your transactions held by the financial institution 
named in the attached subpoena or summons are being sought by this (agency or 
department) in accordance with the Right to Financial Privacy Act of 1978 [12. U.S.C. 
3401 et seq.] for the following purpose: If you desire that such records or 
information not be made available, you must:  
 

"1. Fill out the accompanying motion paper and sworn statement or write one of your 
own, stating that you are the customer whose records are being requested by the 
Government and either giving the reasons you believe that the records are not 
relevant to the legitimate law enforcement inquiry stated in this notice or any other 
legal basis for objecting to the release of the records.  

"2. File the motion and statement by mailing or delivering them to the clerk of any 
one of the following United States district courts:  

"3. Serve the Government authority requesting the records by mailing or delivering a 
copy of your motion and statement to  

"4. Be prepared to come to court and present your position in further detail.  

"5. You do not need to have a lawyer, although you may wish to employ one to 
represent you and protect your rights.  
 

"If you do not follow the above procedures, upon the expiration of ten days from the 
date of service or fourteen days from the date of mailing of this notice, the records 
or information requested therein will be made available. These records may be 



transferred to other Government authorities for legitimate law enforcement inquiries, 
in which event you will be notified after the transfer."; and  
 

(3) ten days have expired from the date of service of the notice or fourteen days 
have expired from the date of mailing the notice to the customer and within such 
time period the customer has not filed a sworn statement and motion to quash in an 
appropriate court, or the customer challenge provisions of section 3410 of this title 
have been complied with.  
 

3406. Search warrants  
 

(a) Applicability of Federal Rules of Criminal Procedure  
 

A Government authority may obtain financial records under section 3402(3) of this 
title only if it obtains a search warrant pursuant to the Federal Rules of Criminal 
Procedure.  
 

(b) Mailing of copy and notice to customer  
 

No later than ninety days after the Government authority serves the search warrant, 
it shall mail to the customer's last known address a copy of the search warrant 
together with the following notice:  
 

"Records or information concerning your transactions held by the financial institution 
named in the attached search warrant were obtained by this (agency or department) 
on (date) for the following purpose:  

"You may have rights under the Right to Financial Privacy Act of 1978 [12 U.S.C. 
3401 et. seq.]."  
 

(c) Court-ordered delays in mailing  
 

Upon application of the Government authority, a court may grant a delay in the 
mailing of the notice required in subsection (b) of this section, which delay shall not 
exceed one hundred and eighty days following the service of the warrant, if the court 
makes the findings required in section 3409(a) of this title. If the court so finds, it 
shall enter an ex parte order granting the requested delay and an order prohibiting 
the financial institution from disclosing that records have been obtained or that a 
search warrant for such records has been executed. Additional delays of up to ninety 
days may be granted by the court upon application, but only in accordance with this 
section. Upon expiration of the period of delay of notification of the customer, the 
following notice shall be mailed to the customer along with a copy of the search 



warrant:  
 

"Records or information concerning your transactions held by the financial institution 
named in the attached search warrant were obtained by this (agency or department) 
on (date). Notification was delayed beyond the statutory ninety-day delay period 
pursuant to a determination by the court that such notice would seriously jeopardize 
an investigation concerning . You may have rights under the Right to Financial 
Privacy Act of 1978 [12 U.S.C. 3401 et. seq.]"  
 

3407. Judicial subpoena  
 

A Government authority may obtain financial records under section 3402(4) of this 
title pursuant to judicial subpoena only if --  
 

(1) such subpoena is authorized by law and there is reason to believe that the 
records sought are relevant to a legitimate law enforcement inquiry;  

(2) a copy of the subpoena has been served upon the customer or mailed to his last 
known address on or before the date on which the subpoena was served on the 
financial institution together with the following notice which shall state with 
reasonable specificity the nature of the law enforcement inquiry:  
 

"Records or information concerning your transactions which are held by the financial 
institution named in the attached subpoena are being sought by this (agency or 
department or authority) in accordance with the Right to Financial Privacy Act of 
1978 [12 U.S.C. 3401 et seq.] for the following purpose: If you desire that such 
records or information not be made available, you must:  

"1. Fill out the accompanying motion paper and sworn statement or write one of your 
own, stating that you are the customer whose records are being requested by the 
Government and either giving the reasons you believe that the records are not 
relevant to the legitimate law enforcement inquiry stated in this notice or any other 
legal basis for objecting to the release of the records.  

"2. File the motion and statement by mailing or delivering them to the clerk of the 
Court.  

"3. Serve the Government authority requesting the records by mailing or delivering a 
copy of your motion and statement to  

"4. Be prepared to come to court and present your position in further detail.  

"5. You do not need to have a lawyer, although you may wish to employ one to 
represent you and protect your rights.  
 



"If you do not follow the above procedures, upon the expiration of ten days from the 
date of service or fourteen days from the date of mailing of this notice, the records 
or information requested therein will be made available. These records may be 
transferred to other government authorities for legitimate law enforcement inquiries, 
in which event you will be notified after the transfer;" and  
 

(3) ten days have expired from the date of service or fourteen days from the date of 
mailing of the notice to the customer and within such time period the customer has 
not filed a sworn statement and motion to quash in an appropriate court, or the 
customer challenge provisions of section 3410 of this title have been complied with.  
 

3408. Formal written request  
 

A Government authority may request financial records under section 3402(5) of this 
title pursuant to a formal written request only if --  
 

(1) no administrative summons or subpoena authority reasonably appears to be 
available to that Government authority to obtain financial records for the purpose for 
which such records are sought;  

(2) the request is authorized by regulations promulgated by the head of the agency 
or department;  

(3) there is reason to believe that the records sought are relevant to a legitimate law 
enforcement inquiry; and  

(4)(A) a copy of the request has been served upon the customer or mailed to his last 
known address on or before the date on which the request was made to the financial 
institution together with the following notice which shall state with reasonable 
specificity the nature of the law enforcement inquiry:  
 

"Records or information concerning your transactions held by the financial institution 
named in the attached request are being sought by this (agency or department) in 
accordance with the Right to Financial Privacy Act of 1978 [12 U.S.C. 3401 et seq.] 
for the following purpose:  

"If you desire that such records or information not be made available, you must:  
 

"1. Fill out the accompanying motion paper and sworn statement or write one of your 
own, stating that you are the customer whose records are being requested by the 
Government and either giving the reasons you believe that the records are not 
relevant to the legitimate law enforcement inquiry stated in this notice or any other 
legal basis for objecting to the release of the records.  



"2. File the motion and statement by mailing or delivering them to the Clerk of any 
one of the following United States District Courts:  
 

"3. Serve the Government authority requesting the records by mailing or delivering a 
copy of your motion and statement to  

"4. Be prepared to come to court and present your position in further detail.  

"5. You do not need to have a lawyer, although you may wish to employ one to 
represent you and protect your rights.  
 

"If you do not follow the above procedures, upon the expiration of ten days after the 
date of service or fourteen days from the date of mailing of this notice, the records 
or information requested therein may be made available. These records may be 
transferred to other Government authorities for legitimate law enforcement inquiries, 
in which event you will be notified after the transfer;" and  
 

(B) ten days have expired from the date of service or fourteen days from the date of 
mailing of the notice by the customer and within such time period the customer has 
not filed a sworn statement and an application to enjoin the Government authority in 
an appropriate court, or the customer challenge provisions of section 3410 of this 
title have been complied with.  
 

3409. Delayed notice  
 

(a) Application by Government authority; findings  
 

Upon application of the Government authority, the customer notice required under 
section 3404(c), 3405(2), 3407(2), 3408(4), or 3412(b) of this title may be delayed 
by order of an appropriate court if the presiding judge or magistrate judge finds that 
--  
 

(1) the investigation being conducted is within the lawful jurisdiction of the 
Government authority seeking the financial records;  

(2) there is reason to believe that the records being sought are relevant to a 
legitimate law enforcement inquiry; and  

(3) there is reason to believe that such notice will result in --  
 

(A) endangering life or physical safety of any person;  

(B) flight from prosecution;  



(C) destruction of or tampering with evidence;  

(D) intimidation of potential witnesses; or  

(E) otherwise seriously jeopardizing an investigation or official proceeding or unduly 
delaying a trial or ongoing official proceeding to the same extent as the 
circumstances in the preceding subparagraphs.  
 

An application for delay must be made with reasonable specificity.  
 

(b) Grant of delay order; duration and specifications; extensions; copy of request 
and notice to customer  
 

(1) If the court makes the findings required in paragraphs (1), (2) and (3) of 
subsection (a) of this section, it shall enter an ex parte order granting the requested 
delay for a period not to exceed ninety days and an order prohibiting the financial 
institution from disclosing that records have been obtained or that a request for 
records has been made, except that, if the records have been sought by a 
Government authority exercising financial controls over foreign accounts in the 
United States under section 5(b) of the Trading With the Enemy Act [12 U.S.C. 95a, 
50 App. U.S.C. 5(b)], the International Economic Powers Act (title II, Public Law 95-
223) [50 U.S.C. 1701 et seq.], or section 287c of title 22, and the court finds that 
there is reason to believe that such notice may endanger the lives or physical safety 
of a customer or group of customers, or any person or group of persons associated 
with a customer, the court may specify that the delay be indefinite.  

(2) Extensions of the delay of notice provided in paragraph (1) of up to ninety days 
each may be granted by the court upon application, but only in accordance with this 
subsection.  

(3) Upon expiration of the period of delay of notification under paragraph (1) or (2), 
the customer shall be served with or mailed a copy of the process or request 
together with the following notice which shall state with reasonable specificity the 
nature of the law enforcement inquiry:  
 

"Records or information concerning your transactions which are held by the financial 
institution named in the attached process or request were supplied to or requested 
by the Government authority named in the process or request on (date). Notification 
was withheld pursuant to a determination by the (title of court so ordering) under 
the Right to Financial Privacy Act of 1978 [12 U.S.C. 3401 et seq.] that such notice 
might (state reason). The purpose of the investigation or official proceeding  

was ."  
 

(c) Notice requirement respecting emergency access to financial records  
 



When access to financial records is obtained pursuant to section 3414(b) of this title 
(emergency access), the Government authority shall, unless a court has authorized 
delay of notice pursuant to subsections (a) and (b) of this section, as soon as 
practicable after such records are obtained serve upon the customer, or mail by 
registered or certified mail to his last known address, a copy of the request to the 
financial institution together with the following notice which shall state with 
reasonable specificity the nature of the law enforcement inquiry:  
 

"Records concerning your transactions held by the financial institution named in the 
attached request were obtained by (agency or department) under the Right to 
Financial Privacy Act of 1978 [12 U.S.C. 3401 et seq.] on (date) for the following 
purpose:  
 

"Emergency access to such records was obtained on the grounds that (state 
grounds)."  
 

(d) Preservation of memorandums, affidavits, or other papers  
 

Any memorandum, affidavit, or other paper filed in connection with a request for 
delay in notification shall be preserved by the court. Upon petition by the customer 
to whom such records pertain, the court may order disclosure of such papers to the 
petitioner unless the court makes the findings required in subsection (a) of this 
section.  
 

3410. Customer challenges  
 

(a) Filing of motion to quash or application to enjoin; proper court; contents  
 

Within ten days of service or within fourteen days of mailing of a subpoena, 
summons, or formal written request, a customer may file a motion to quash an 
administrative summons or judicial subpoena, or an application to enjoin a 
Government authority from obtaining financial records pursuant to a formal written 
request, with copies served upon the Government authority. A motion to quash a 
judicial subpoena shall be filed in the court which issued the subpoena. A motion to 
quash an administrative summons or an application to enjoin a Government 
authority from obtaining records pursuant to a formal written request shall be filed in 
the appropriate United States district court. Such motion or application shall contain 
an affidavit or sworn statement --  
 

(1) stating that the applicant is a customer of the financial institution from which 
financial records pertaining to him have been sought; and  



(2) stating the applicant's reasons for believing that the financial records sought are 
not relevant to the legitimate law enforcement inquiry stated by the Government 
authority in its notice, or that there has not been substantial compliance with the 
provisions of this chapter.  
 

Service shall be made under this section upon a Government authority by delivering 
or mailing by registered or certified mail a copy of the papers to the person, office, 
or department specified in the notice which the customer has received pursuant to 
this chapter. For the purposes of this section, "delivery" has the meaning stated in 
rule 5(b) of the Federal Rules of Civil Procedure.  
 

(b) Filing of response; additional proceedings  
 

If the court finds that the customer has complied with subsection (a) of this section, 
it shall order the Government authority to file a sworn response, which may be filed 
in camera if the Government includes in its response the reasons which make in 
camera review appropriate. If the court is unable to determine the motion or 
application on the basis of the parties' initial allegations and response, the court may 
conduct such additional proceedings as it deems appropriate. All such proceedings 
shall be completed and the motion or application decided within seven calendar days 
of the filing of the Government's response.  
 

(c) Decision of court  
 

If the court finds that the applicant is not the customer to whom the financial records 
sought by the Government authority pertain, or that there is a demonstrable reason 
to believe that the law enforcement inquiry is legitimate and a reasonable belief that 
the records sought are relevant to that inquiry, it shall deny the motion or 
application, and, in the case of an administrative summons or court order other than 
a search warrant, order such process enforced. If the court finds that the applicant is 
the customer to whom the records sought by the Government authority pertain, and 
that there is not a demonstrable reason to believe that the law enforcement inquiry 
is legitimate and a reasonable belief that the records sought are relevant to that 
inquiry, or that there has not been substantial compliance with the provisions of this 
chapter, it shall order the process quashed or enjoin the Government authority's 
formal written request.  
 

(d) Appeals  
 

A court ruling denying a motion or application under this section shall not be deemed 
a final order and no interlocutory appeal may be taken therefrom by the customer. 
An appeal of a ruling denying a motion or application made under this section may 
be taken by the customer (1) within such period of time as provided by law as part 
of any appeal from a final order in any legal proceeding initiated against him arising 
out of or based upon the financial records, or  



(2) within thirty days after a notification that no legal proceeding is contemplated 
against him. The Government authority obtaining the financial records shall promptly 
notify a customer when a determination has been made that no legal proceeding 
against him is contemplated. After one hundred and eighty days from the denial of 
the motion or application, if the Government authority obtaining the records has not 
initiated such a proceeding, a supervisory official of the Government authority shall 
certify to the appropriate court that no such determination has been made. The court 
may require that such certifications be made, at reasonable intervals thereafter, until 
either notification to the customer has occurred or a legal proceeding is initiated as 
described in clause (A).  
 

(e) Sole judicial remedy available to customer  
 

The challenge procedures of this chapter constitute the sole judicial remedy available 
to a customer to oppose disclosure of financial records pursuant to this chapter.  
 

(f) Affect on challenges by financial institutions  
 

Nothing in this chapter shall enlarge or restrict any rights of a financial institution to 
challenge requests for records made by a Government authority under existing law. 
Nothing in this chapter shall entitle a customer to assert the rights of a financial 
institution.  
 

3411. Duty of financial institutions  
 

Upon receipt of a request for financial records made by a Government authority 
under section 3405 or 3407 of this title, the financial institution shall, unless 
otherwise provided by law, proceed to assemble the records requested and must be 
prepared to deliver the records to the Government authority upon receipt of the 
certificate required under section 3403(b) of this title.  
 

3412. Use of information  
 

(a) Transfer of financial records to other agencies or departments; certification  
 

Financial records originally obtained pursuant to this chapter shall not be transferred 
to another agency or department unless the transferring agency or department 
certifies in writing that there is reason to believe that the records are relevant to a 
legitimate law enforcement inquiry within the jurisdiction of the receiving agency or 
department.  
 



(b) Mailing of copy of certification and notice to customer  
 

When financial records subject to this chapter are transferred pursuant to subsection 
(a) of this section, the transferring agency or department shall, within fourteen days, 
send to the customer a copy of the certification made pursuant to subsection (a) of 
this section and the following notice, which shall state the nature of the law 
enforcement inquiry with reasonable specificity:  
 

"Copies of, or information contained in, your financial records lawfully in possession  

of have been furnished to pursuant to the Right to Financial Privacy Act of 1978 [12 
U.S.C. 3401 et seq.] for the following purpose: . If you believe that this transfer has 
not been made to further a legitimate law enforcement inquiry, you may have legal 
rights under the Right to Financial Privacy Act of 1978 or the Privacy Act of 1974 [5 
U.S.C. 552a]."  
 

(c) Court-ordered delays in mailing  
 

Notwithstanding subsection (b) of this section, notice to the customer may be 
delayed if the transferring agency or department has obtained a court order delaying 
notice pursuant to section 3409(a) and (b) of this title and that order is still in effect, 
or if the receiving agency or department obtains a court order authorizing a delay in 
notice pursuant to section 3409(a) and (b) of this title. Upon the expiration of any 
such period of delay, the transferring agency or department shall serve to the 
customer the notice specified in subsection (b) of this section and the agency or 
department that obtained the court order authorizing a delay in notice pursuant to 
section 3409(a) and (b) of this title shall serve to the customer the notice specified 
in section 3409(b) of this title.  
 

(d) Exchanges of examination reports by supervisory agencies; transfer of financial 
records to defend customer action; withholding of information  
 

Nothing in this chapter prohibits any supervisory agency from exchanging 
examination reports or other information with another supervisory agency. Nothing 
in this chapter prohibits the transfer of a customer's financial records needed by 
counsel for a Government authority to defend an action brought by the customer. 
Nothing in this chapter shall authorize the withholding of information by any officer 
or employee of a supervisory agency from a duly authorized committee or 
subcommittee of Congress.  
 

(e) Federal Financial Institutions Examination Council supervisory agencies; 
Securities and Exchange Commission; authorization of exchange of financial records 
or other information  
 



Notwithstanding section 3401(6) of this title or any other provision of this chapter, 
the exchange of financial records or other information with respect to a financial 
institution, holding company, or any subsidiary of a depository institution or holding 
company, among and between the five member supervisory agencies of the Federal 
Financial Institutions Examination Council and the Securities and Exchange 
Commission is permitted.  
 

(f) Transfer to Attorney General or Secretary of the Treasury  
 

(1) In general  
 

Nothing in this chapter shall apply when financial records obtained by an agency or 
department of the United States are disclosed or transferred to the Attorney General 
or the Secretary of the Treasury upon the certification by a supervisory level official 
of the transferring agency or department that --  
 

(A) there is reason to believe that the records may be relevant to a violation of 
Federal criminal law; and  

(B) the records were obtained in the exercise of the agency's or department's 
supervisory or regulatory functions.  
 

(2) Limitation on use  
 

Records so transferred shall be used only for official investigative or prosecutive 
purposes, for civil actions under section 1833a of this title, or for forfeiture under 
sections 981 or 982 of title 18 by the Department of Justice and only for criminal 
investigative purposes relating to money laundering and other financial crimes by the 
Department of the Treasury and shall, upon completion of the investigation or 
prosecution (including any appeal), be returned only to the transferring agency or 
department. No agency or department so transferring such records shall be deemed 
to have waived any privilege applicable to those records under law.  
 

3413. Exceptions  
 

(a) Disclosure of financial records not identified with particular customers  
 

Nothing in this chapter prohibits the disclosure of any financial records or information 
which is not identified with or identifiable as being derived from the financial records 
of a particular customer.  
 



(b) Disclosure to, or examination by, supervisory agency pursuant to exercise of 
supervisory, regulatory, or monetary functions with respect to financial institutions, 
holding companies, subsidiaries, institution-affiliated parties, or other persons  
 

This chapter shall not apply to the examination by or disclosure to any supervisory 
agency of financial records or information in the exercise of its supervisory, 
regulatory, or monetary functions, including conservatorship or receivership 
functions, with respect to any financial institution, holding company, subsidiary of a 
financial institution or holding company, institution-affiliated party (within the 
meaning of section 1813(u) of this title) with respect to a financial institution, 
holding company, or subsidiary, or other person participating in the conduct of the 
affairs thereof.  
 

(c) Disclosure pursuant to title 26  
 

Nothing in this chapter prohibits the disclosure of financial records in accordance with 
procedures authorized by title 26.  
 

(d) Disclosure pursuant to Federal statute or rule promulgated thereunder  
 

Nothing in this chapter shall authorize the withholding of financial records or 
information required to be reported in accordance with any Federal statute or rule 
promulgated thereunder.  
 

(e) Disclosure pursuant to Federal Rules of Criminal Procedure or comparable rules of 
other courts  
 

Nothing in this chapter shall apply when financial records are sought by a 
Government authority under the Federal Rules of Civil or Criminal Procedure or 
comparable rules of other courts in connection with litigation to which the 
Government authority and the customer are parties.  
 

(f) Disclosure pursuant to administrative subpoena issued by administrative law 
judge  
 

Nothing in this chapter shall apply when financial records are sought by a 
Government authority pursuant to an administrative subpoena issued by an 
administrative law judge in an adjudicatory proceeding subject to section 554 of title 
5 and to which the Government authority and the customer are parties.  
 



(g) Disclosure pursuant to legitimate law enforcement inquiry respecting name, 
address, account number, and type of account of particular customers  
 

The notice requirements of this chapter and sections 3410 and 3412 of this title shall 
not apply when a Government authority by a means described in section 3402 of this 
title and for a legitimate law enforcement inquiry is seeking only the name, address, 
account number, and type of account of any customer or ascertainable group of 
customers associated (1) with a financial transaction or class of financial 
transactions, or (2) with a foreign country or subdivision thereof in the case of a 
Government authority exercising financial controls over foreign accounts in the 
United States under section 5(b) of the Trading With the Enemy Act [12 U.S.C. 95a, 
50 App. U.S.C. 5(b)]; the International Emergency Economic Powers Act [title II, 
Public Law 95-223) [50 U.S.C. 1701 et seq.]; or section 287c of title 22.  
 

(h) Disclosure pursuant to lawful proceeding, investigation, etc., directed at financial 
institution or legal entity or consideration or administration respecting Government 
loans, loan guarantees, etc.  
 

(1) Nothing in this chapter (except sections 3403, 3417 and 3418 of this title) shall 
apply when financial records are sought by a Government authority --  
 

(A) in connection with a lawful proceeding, investigation, examination, or inspection 
directed at a financial institution (whether or not such proceeding, investigation, 
examination, or inspection is also directed at a customer) or at a legal entity which is 
not a customer; or  

(B) in connection with the authority's consideration or administration of assistance to 
the customer in the form of a Government loan, loan guaranty, or loan insurance 
program.  
 

(2) When financial records are sought pursuant to this subsection, the Government 
authority shall submit to the financial institution the certificate required by section 
3403(b) of this title. For access pursuant to paragraph (1)(B), no further certification 
shall be required for subsequent access by the certifying Government authority 
during the term of the loan, loan guaranty, or loan insurance agreement.  
 

(3) After the effective date of this chapter, whenever a customer applies for 
participation in a Government loan, loan guaranty, or loan insurance program, the 
Government authority administering such program shall give the customer written 
notice of the authority's access rights under this subsection. No further notification 
shall be required for subsequent access by that authority during the term of the loan, 
loan guaranty, or loan insurance program.   
 

(4) Financial records obtained pursuant to this subsection may be used only for the 
purpose for which they were originally obtained, and may be transferred to another 



agency or department only when the transfer is to facilitate a lawful proceeding, 
investigation, examination, or inspection directed at a financial institution (whether 
or not such proceeding, investigation, examination, or inspection is also directed at a 
customer), or at a legal entity which is not a customer, except that --  
 

(A) nothing in this paragraph prohibits the use or transfer of a customer's financial 
records needed by counsel representing a Government authority in a civil action 
arising from a Government loan, loan guaranty, or loan insurance program; and  

(B) nothing in this paragraph prohibits a Government authority providing assistance 
to a customer in the form of a loan, loan guaranty, or loan insurance agreement 
from using or transferring financial records necessary to process, service or foreclose 
a loan, or to collect on an indebtedness to the Government resulting from a 
customer's default.  
 

(5) Notification that financial records obtained pursuant to this subsection may relate 
to a potential civil, criminal, or regulatory violation by a customer may be given to an 
agency or department with jurisdic tion over that violation, and such agency or 
department may then seek access to the records pursuant to the provisions of this 
chapter.  
 

(6) Each financial institution shall keep a notation of each disclosure made pursuant 
to paragraph (1)(B) of this subsection, including the date of such disclosure and the 
Government authority to which it was made. The customer shall be entitled to 
inspect this information.  
 

(i) Disclosure pursuant to issuance of subpoena or court order respecting grand jury 
proceedings  
 

Nothing in this chapter (except sections 3415 and 3420 of this title) shall apply to 
any subpoena or court order issued in connection with proceedings before a grand 
jury, except that a court shall have authority to order a financial institution, on which 
a grand jury subpoena for customer records has been served, not to notify the 
customer of the existence of the subpoena or information that has been furnished to 
the grand jury, under circumstances and for the period specified and pursuant to the 
procedures established in section 3409 of this title.  
 

(j) Disclosure pursuant to proceeding, investigation, etc., instituted by General 
Accounting Office and directed at a government authority  
 

This chapter shall not apply when financial records are sought by the General 
Accounting Office pursuant to an authorized proceeding, investigation, examination 
or audit directed at a government authority.  
 



(k) Disclosure necessary for proper administration of programs of withholding taxes 
on nonresident aliens, Federal Old-Age Survivors, and Disability Insurance Benefits, 
and Railroad Retirement Act Benefits  
 

(1) Nothing in this chapter shall apply to the disclosure by the financial institution of 
the name and address of any customer to the Department of the Treasury, the Social 
Security Administration, or the Railroad Retirement Board, where the disclosure of 
such information is necessary to, and such information is solely for the purpose of, 
the proper administration of section 1441 of title 26, title II of the Social Security Act 
[42 U.S.C. 401 et seq.], or the Railroad Retirement Act of 1974 [45 U.S.C. 231 et 
seq.].  
 

(2) Notwithstanding any other provision of law, any request authorized by paragraph 
(1) (and the information contained therein) may be used by the financial institution 
or its agents solely for the purpose of providing the customer's name and address to 
the Department of the Treasury, the Social Security Administration, or the Railroad 
Retirement Board and shall be barred from redisclosure by the financial institution or 
its agents.  
 

(l) Crimes against financial institutions by insiders  
 

Nothing in this chapter shall apply when any financial institution or supervisory 
agency provides any financial record of any officer, director, employee, or controlling 
shareholder (within the meaning of subparagraph (A) or (B) of section 1841(a)(2) of 
this title or subparagraph (A) or (B) of section 1730(a)(2) of this title) of such 
institution, or of any major borrower from such institution who there is reason to 
believe may be acting in concert with any such officer, director, employee, or 
controlling shareholder, to the Attorney General of the United States, to a State law 
enforcement agency, or, in the case of a possible violation of subchapter II of 
chapter 53 of title 31, to the Secretary of the Treasury if there is reason to believe 
that such record is relevant to a possible violation by such person of --  
 

(1) any law relating to crimes against financial institutions or supervisory agencies 
by directors, officers, employees, or controlling shareholders of, or by borrowers 
from, financial institutions; or  

(2) any provision of subchapter II of chapter 53 of title 31 or of section 1956 or 1957 
of title 18.  
 

No supervisory agency which transfers any such record under this subsection shall 
be deemed to have waived any privilege applicable to that record under law.  
 

(m) Disclosure to, or examination by, employees or agents of Board of Governors of 
Federal Reserve System or Federal Reserve Bank  
 



This chapter shall not apply to the examination by or disclosure to employees or 
agents of the Board of Governors of the Federal Reserve System or any Federal 
Reserve Bank of financial records or information in the exercise of the Federal 
Reserve System's authority to extend credit to the financial institutions or others.  
 

(n) Disclosure to, or examination by, Resolution Trust Corporation or its employees 
or agents  
 

This chapter shall not apply to the examination by or disclosure to the Resolution 
Trust Corporation or its employees or agents of financial records or information in 
the exercise of its conservatorship, receivership, or liquidation functions with respect 
to a financial institution.  
 

(o) Disclosure to, or examination by, Federal Housing Finance Board or Federal home 
loan banks  
 

This chapter shall not apply to the examination by or disclosure to the Federal 
Housing Finance Board or any of the Federal home loan banks of financial records or 
information in the exercise of the Federal Housing Finance Board's authority to 
extend credit (either directly or through a Federal home loan bank) to financial 
institutions or others.  
 

(p) Access to information necessary for administration of certain veteran benefits 
laws  
 

(1) Nothing in this chapter shall apply to the disclosure by the financial institution of 
the name and address of any customer to the Department of Veterans Affairs where 
the disclosure of such information is necessary to, and such information is used 
solely for the purposes of, the proper administration of benefits programs under laws 
administered by the Secretary.  
 

(2) Notwithstanding any provision of law, any request authorized by paragraph (1) 
(and the information contained therein) may be used by the financial institution or its 
agents solely for the purpose of providing the customer's name and address to the 
Department of Veterans Affairs and shall be barred from redisclosure by the financial 
institution or its agents.  
 

3414. Special procedures  
 

(a)(1) Nothing in this chapter (except sections 3415, 3417, 3418, and 3421 of this 
title) shall apply to the production and disclosure of financial records pursuant to 



requests from --  
 

(A) a Government authority authorized to conduct foreign counter- or foreign 
positive-intelligence activities for purposes of conducting such activities or;  

(B) the Secret Service for the purpose of conducting its protective functions [18 
U.S.C. 3056; 3 U.S.C. 202, Public Law 90-331, as amended].  
 

(2) In the instances specified in paragraph (1), the Government authority shall 
submit to the financial institution the certificate required in section 3403(b) of this 
title signed by a supervisory official of a rank designated by the head of the 
Government authority.  

(3) No financial institution, or officer, employee, or agent of such institution, shall 
disclose to any person that a Government authority described in paragraph (1) has 
sought or obtained access to a customer's financial records.  

(4) The Government authority specified in paragraph (1) shall compile an annual 
tabulation of the occasions in which this section was used.  

(5)(A) Financial institutions, officers, employees, and agents thereof, shall comply 
with a request for a customer's or entity's financial records made pursuant to this 
subsection by the Federal Bureau of Investigation when the Director of the Federal 
Bureau of Investigation (or the Director's designee) certifies in writing to the 
financial institutions that such records are sought for foreign counterintelligence 
purposes and that there are specific and articulable facts giving reason to believe 
that the customer or entity whose records are sought is a foreign power or an agent 
of a foreign power as defined in section 1801 of title 50.  
 

(B) The Federal Bureau of Investigation may disseminate information obtained 
pursuant to this paragraph only as provided in guidelines approved by the Attorney 
General for foreign intelligence collection and foreign counterintelligence 
investigations conducted by the Federal Bureau of Investigation, and with respect to 
dissemination to an agency of the United States, only if such information is clearly 
relevant to the authorized responsibilities of such agency.  

(C) On a semiannual basis the Attorney General shall fully inform the Permanent 
Select Committee on Intelligence of the House of Representatives and the Select 
Committee on Intelligence of the Senate concerning all requests made pursuant to 
this paragraph.  

(D) No financial institution, or officer, emp loyee, or agent of such institution, shall 
disclose to any person that the Federal Bureau of Investigation has sought or 
obtained access to a customer's or entity's financial records under this paragraph.  
 

(b)(1) Nothing in this chapter shall prohibit a Government authority from obtaining 
financial records from a financial institution if the Government authority determines 



that delay in obtaining access to such records would create imminent danger of --  
 

(A) physical injury to any person;  

(B) serious property damage; or  

(C) flight to avoid prosecution.  
 

(2) In the instances specified in paragraph (1), the Government shall submit to the 
financial institution the certificate required in section 3403(b) of this title signed by a 
supervisory official of a rank designated by the head of the Government authority.  

(3) Within five days of obtaining access to financial records under this subsection, 
the Government authority shall file with the appropriate court a signed, sworn 
statement of a supervisory offic ial of a rank designated by the head of the 
Government authority setting forth the grounds for the emergency access. The 
Government authority shall thereafter comply with the notice provisions of section 
3409(c) of this title.  

(4) The Government authority specified in paragraph (1) shall compile an annual 
tabluation of the occasions in which this section was used.  
 

3415. Cost reimbursement  
 

Except for records obtained pursuant to section 3403(d) or 3413(a) through (h) of 
this title, or as otherwise provided by law, a Government authority shall pay to the 
financial institution assembling or providing financial records pertaining to a 
customer and in accordance with procedures established by this chapter a fee for 
reimbursement for such costs as are reasonably necessary and which have been 
directly incurred in searching for, reproducing, or transporting books, papers, 
records, or other data required or requested to be produced. The Board of Governors 
of the Federal Reserve System shall, by regulation, establish the rates and conditions 
under which such payment may be made.  
 

3416. Jurisdiction  
 

An action to enforce any provision of this chapter may be brought in any appropriate 
United States district court without regard to the amount in controversy within three 
years from the date on which the violation occurs or the date of discovery of such 
violation, whichever is later.  
 

3417. Civil penalties  
 



(a) Liability of agencies or departments of United States of financial institutions  
 

Any agency or department of the United States or financial institution obtaining or 
disclosing financial records or information contained therein in violation of this 
chapter is liable to the customer to whom such records relate in an amount equal to 
the sum of --  
 

(1) $100 without regard to the volume of records involved;  

(2) any actual damages sustained by the customer as a result of the disclosure;  

(3) such punitive damages as the court may allow, where the violation is found to 
have been willful or intentional; and  

(4) in the case of any successful action to enforce liability under this section, the 
costs of the action together with reasonable attorney's fees as determined by the 
court.  
 

(b) Disciplinary action for willful or intentional violation of chapter by agents or 
employees of department or agency  
 

Whenever the court determines that any agency or department of the United States 
has violated any provision of this chapter and the court finds that the circumstances 
surrounding the violation raise questions of whether an officer or employee of the 
department or agency acted willfully or intentionally with respect to the violation, the 
Director of the Office of Personnel Management shall promptly initiate a proceeding 
to determine whether disciplinary action is warranted against the agent or employee 
who was primarily responsible for the violation. The Director, after investigation and 
consideration of the evidence submitted, shall submit his findings and 
recommendations to the administrative authority of the agency concerned and shall 
send copies of the findings and recommendations to the officer or employee or his 
representative. The administrative authority shall take the corrective action that the 
Director recommends.  
 

(c) Good faith defense  
 

Any financial institution or agent or employee thereof making a disclosure of financial 
records pursuant to this chapter in good-faith reliance upon a certificate by any 
Government authority or pursuant to the provisions of section 3413(1) of this title 
shall not be liable to the customer for such disclosure under this chapter, the 
constitution of any State, or any law or regulation of any State or political subdivision 
of any State.  
 



(d) Exclusive judicial remedies and sanctions  
 

The remedies and sanctions described in this chapter shall be the only authorized 
judicial remedies and sanctions for violations of this chapter.  
 

3418. Injunctive relief  
 

In addition to any other remedy contained in this chapter, injunctive relief shall be 
available to require that the procedures of this chapter are complied with. In the 
event of any successful action, costs together with reasonable attorney's fees as 
determined by the court may be recovered.  
 

3419. Suspension of limitations  
 

If any individual files a motion or application under this chapter which has the effect 
of delaying the access of a Government authority to financial records pertaining to 
such individual, any applicable statute of limitations shall be deemed to be tolled for 
the period extending from the date such motion or application was filed until the 
date upon which the motion or application is decided.  
 

3420. Grand jury information; notification of certain persons prohibited  
 

(a) Financial records about a customer obtained from a financial institution pursuant 
to a subpoena issued under the authority of a Federal grand jury --  
 

(1) shall be returned and actually presented to the grand jury unless the volume of 
such records makes such return and actual presentation impractical in which case 
the grand jury shall be provided with a description of the contents of the records;  

(2) shall be used only for the purpose of considering whether to issue an indictment 
or presentment by that grand jury, or of prosecuting a crime  for which that 
indictment or presentment is issued, or for a purpose authorized by rule 6(e) of the 
Federal Rules of Criminal Procedure;  

(3) shall be destroyed or returned to the financial institution if not used for one of 
the purposes specified in paragraph (2); and  

(4) shall not be maintained, or a description of the contents of such records shall not 
be maintained, by any Government authority other than in the sealed records of the 
grand jury, unless such records has been used in the prosecution of a crime for 
which the grand jury issued an indictment or presentment or for a purpose 
authorized by rule 6(e) of the Federal Rules of Criminal Procedure.  
 



(b)(1) No officer, director, partner, employee, or shareholder of, or agent or attorney 
for, a financial institution shall, directly or indirectly, notify any person named in a 
grand jury subpoena served on such institution in connection with an investigation 
relating to a possible --  
 

(A) crime against any financial institution or supervisory agency or crime involving a 
violation of the Controlled Substance Act [21 U.S.C. 801 et seq.], the Controlled 
Substances Import and Export Act [21 U.S.C. 951 et seq.], section 1956 or 1957 of 
title 18, sections 5313, 5316, and 5324 of title 31, or section 6050I of title 26; or  

(B) conspiracy to commit such a crime,  
 

about the existence or contents of such subpoena, or information that has been 
furnished to the grand jury in response to such subpoena.  
 

(2) Section 1818 of this title and section 1786(k)(2) of this title shall apply to any 
violation of this subsection.  
 

3421. Repealed  
 

3422. Applicability to Securities and Exchange Commission  
 

Except as provided in the Securities and Exchange Act of 1934 [15 U.S.C. 78a et 
seq.], this chapter shall apply with respect to the Securities and Exchange 
Commission.  
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